FALCON ID # 21026

Maintenance / Data Security

Residential Country :

Resume Title :

India

Engineer - Data Security

201 Creado Apartments,

Juhu Church Raod,

Juhu, Mumbai- 400049 India

P : +91 8898080904

E : hrée@falconmsl.com
W : www.falconjobs.net

Nationality :

Notice Period :

India

1 Days

EDUCATION
Quialification Institute / College /university Year Country
B E/B Tech Karunya Institute Of Technology, Coimbatore | 0000 India

CAREER SUMMARY

. From Month/ To Month/
Position Employer Country Year Year
Senior Engineer Reputed Company India 11/2014 06/2015
Senior Consultant | Sutherland Global India 09/2009 10/2011

Solutions
Technical Support E4E Business :
Engineer Solutions India Pvt Ltd India 08/2006 08/2008

ADDITIONAL CERTIFICATE AND TECHNICAL QUALIFICATION

Name Of The Course

Course Date

Valid Upto

Name Of Organisation

Current Salary
(Monthly In Usd):

Additional Skills :

Highlights:

? Having good experience in Antivirus, Host based Firewall, HIPS, DLP and other technologies.

Not Mention

Expected Salary
(Monthly In Usd):

Not Mention

? Having Good experience in Log monitoring, review and bug reporting Administration.



? Having good experience in Malware Analysis.

? Having good experience in different platforms like Windows user & server Operating Systems.
? Having good knowledge in Virtualization concepts on different platforms like Windows and
Linux.

? Having knowledge in Vulnerability Assessments & Patch Management.

? Good experience in testing of Antivirus products on enterprise network Security Domain for
POC.

? Well versed with documentation and presentation of data both internally and to external clients.
? Exercise judgment within generally defined practices and policies in selecting methods and
techniques for obtaining solutions.

? Good Team Player and desired to learn new technologies. Knowledge sharing with team.

?  Strong communication skill both written and oral.

Additional Information :

Experience in deploying and managing policies for Symantec Endpoint Protection Manger version
11.x and 12.x. Manage system information security architecture, designing, deployment,
operational planning, and risk remediation activities on more than 1,200 servers & 50,000
endpoints worldwide for HCL CORP and various clients, ensuring all systems installed according
to schedule.

More than 1,200 servers & 50,000 endpoints worldwide for HCL and various client sites

? Developed automation frameworks hosting needs to deployment of application.

?  Antivirus product testing supports different server models IBM, HP & Dell server model.

? Conduct risk assessments and collaborate with stakeholders to provide recommendations
regarding critical infrastructure and system & network security operations enhancements.

? Develop Business Continuity Plan (BCP) and Disaster Recovery (DR) procedure and conduct
evaluation of BCP and DR as scheduled.

? Provide regular on-site server maintenance visits on a monthly basis, troubleshooting various
technical problems and performing migration of clients & servers.

? Create and Implement SEP policies for AV/AS, NTP (Firewall & IPS), PTP (SONAR), SNAC,
ADC, HI, Deployment, Exception, etc...

? Train and mentor Security Incident Response Team (SIRT) to monitor for risks and minimize
the number and severity of risks.

? Respond to security incidents and escalations for critical security events under strict Service
Level Agreements (SLA).

? Drive security best practices to help demonstrate improved regulatory compliance by providing
active log management, preemptive identification of endpoint security issues, and remediation
management.

? Draft technical manuals, installation manuals, deployment progress updates, and incident
response plans in order to enhance system security documentation; Create required system
compliance reports and information requests.

? Support system and network auditing for clients through processes such as vulnerability
assessment and penetration testing.

? Daily and monthly reporting on key metrics associated with the customer’s endpoint protection
environment.

? Log monitoring & analysis of network device & security devices like SEP, Firewall, IPS, etc...
? Maintain configuration information documents or a configuration database covering server
infrastructure components and build documentation.

? Design the SOP documents for test environment design.



