FALCON ID # 21031

Maintenance / Data Security

Residential Country :

Resume Title :

India

Engineer -Data Security

201 Creado Apartments,

Juhu Church Raod,

Juhu, Mumbai- 400049 India

P : +91 8898080904

E : hrée@falconmsl.com
W : www.falconjobs.net

Nationality :

Notice Period :

India

1 Days

EDUCATION

Quialification Institute / College /university Year Country

BE/B Tech From Thakral College Of Technology, 2010 India
Bhopal, Mp.

CAREER SUMMARY

. From Month/ To Month/
Position Employer Country Year Year
Consultant Reputed Company India 09/2014 06/2015
Technical Specialist - Sify Technologies .

Network & Security Ltd India 12/2012 09/2014
Network Administrator Mott Macdonald Ltd | India 11/2011 10/2012
Network Engineer E-Info Systems India 07/2010 11/2011

ADDITIONAL CERTIFICATE AND TECHNICAL QUALIFICATION

Name Of The Course

Course Date

Valid Upto Name Of Organisation

Current Salary

(Monthly In Usd): Not Mention
Additional Skills :
Cisco ID # : CSC011872839

Expected Salary
(Monthly In Usd):

CCNP : Cisco Certified Network Professional.

Not Mention




CCNA : Cisco Certified Network Associate.

IT Security : Diploma in IT Security and Ethical hacking.
EXIN ID # - EXIN4988253
ITIL : Foundation certificate in IT Service Management

TECHNICAL PROFICIENCIES & KEY SKILL

Operating System
? Linux (Redhat), Window Server 2008, Window 7, XP .

Networking

? Routers - Cisco ( Up to Up-to Cisco 72xx Series), HP (AMSR-5040).
? Switches - Cisco (Up-to Cisco Catalyst 65xx Series), HP (A-7510, A-5120).
? Load balancer - Radware

? Routing Protocols RIP, OSPF, EIGRP, BGP, TCP/IP

?  Switching- Ether Channel, STP, Loop Avoidance, VTP.

? High Availability- HSRP, VRRP, GLBP.

Security

?  Firewall - FortiGate, Cisco ASA, Sonicwall.

? IPS- NIPS (McAfee, Radware), HIPS (IBM).

? Antivirus -  McAfee, Quick heal.

? VPN

VAPT Tool

? Backtrack, Nessus, Nmap, Wireshark, Metasploit, Nikto, Kismet, Aircrack, Tcpdump.

Network Monitoring Tool
? Monitoring - IBM Tivoli, CA, Whatsup Gold, Solar Winds.
? Backup & Syslog Sever — Kiwi Syslog, Kiwi Cat tool.

Additional Information :

* Review the Help Desk Procedure established by Data Center Operator for alignment with ITIL
Best Practices such as service level management, incident management, access management,
service reporting and measurement .

* Review the IT Process, Business Continuity Plan, Disaster Recovery Plan & Risk Management
Plan.

* Implementing information security solutions and IT security audit.

* Manage information security posture of IT infrastructure in compliance with ISO27001 & ISO
2000.

* Review the Configuration / deployment parameters of the Data Center.

* Review the Security Rules, Policy & Vulnerabilities in Network Components such as Firewall,
IPS, Router, Switch and Server. And provide suggestion recommendation if any.

* Preparation of IT and Non-IT Infrastructure audit plan.

» Conduction of SLA Monitoring Audit, Data Center Infrastructure Audit, Security and
Compliance Audit and Operation and Management Audit.

» Conduction of security audit of the Data Centre Infrastructure including vulnerability
assessment and penetration testing for the network security devices, servers, database and
applications.



» Preparation of reports and reviewing process documents related to ISO 20000 and 1SO 27001.
» Conducting client meetings on varied topics related to project or others; followed by
professionally documented meeting minutes, & Interaction with the various stakeholders occurs as
needed.

» To assist State to maintain quality and continuous improvement are fostered in the SDC
operations and management processes.

* Prepare and submit quarterly progress reports for project management including identification
of problems, causes of potential bottlenecks in project implementation, and providing specific
recommendations.



